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INTRODUCTION

• SUMMARY OF WHAT IS IN THIS REPORT

• BASICS OF LINUX

• FILE MANAGEMENT

• USER AND GROUP MANAGEMENT

• SCRIPTS

• NETWORKING

• SECURITY



LINUX FILESYSTEM HIERARCHY

Activity

Navigate the Linux filesystem tree

Create directories and files

Copy and remove directories and files

Locate directories and files



NAVIGATE THE LINUX FILESYSTEM TREE

1. WHAT IS THE PWD COMMAND AN ACRONYM FOR? WHAT ABOUT THE CD COMMAND?

ANSWER HERE:

PWD - PRINT WORKING DIRECTORY – SHOWS THE PATH FOR THE CURRENT DIRECTORY

CD – CHANGE DIRECTORY – CHANGE OVER TO THE DIRECTORY THAT YOU SPECIFY

2. EXPLAIN THE DIFFERENCES BETWEEN A RELATIVE PATH AND AN ABSOLUTE/FULL PATH IN LINUX.

ANSWER HERE:

RELATIVE PATH – PATH BASED ON YOUR CURRENT LOCATION

ABSOLUTE PATH – PATH STARTING FROM THE VERY TOP OF THE FILESYSTEM, WHICH IS THE ROOT -- /

REFERENCES:

1. PROJECT VIDEO

2. LIVE SESSION RECORDING 1, 2, & 3



CREATE 

DIRECTORIES 

AND FILES



COPY AND 

REMOVE 

DIRECTORIES 

AND FILES



LOCATE 

DIRECTORIES 

AND FILES



LINUX SHELL SCRIPTS

Activity

Create a shell script

Change script file permissions

Set the PATH variable

Make the PATH variable permanent



CREATE A SHELL SCRIPT

1. WHAT ARE THE FILE PERMISSIONS OF THE SCRIPT?

ANSWER HERE:

RW-RW-R-- -- READ/WRITE FOR THE OWNER, READ/WRITE FOR THE GROUP, READ ONLY FOR EVERYONE ELSE

2. WHAT’S THE NAME OF THE USER-DEFINED VARIABLE IN THE SCRIPT?

ANSWER HERE:

TEXT

3. WHICH REDIRECTION META-CHARACTER IS USED IN THE SCRIPT? WHAT DOES IT DO?

ANSWER HERE:

>> -- REDIRECTION TO THE FILE AND APPENDS TO THE END OF THE FILE

REFERENCES:

1. PROJECT RECORDING

2.  PROJECT VIDEO



CHANGE 

SCRIPT FILE 

PERMISSIONS



SET THE PATH 

VARIABLE



MAKE THE 

PATH 

VARIABLE 

PERMANENT



USER AND GROUP MANAGEMENT

Activity

Add users and groups in CLI

Test user and group settings

Add users in GUI

Remove users and groups



ADD USERS AND GROUPS IN CLI

1. WHAT DOES THE –M OPTION IN THE USERADD COMMAND DO?

ANSWER HERE:

-M – TELLS USERADD COMMAND TO CREATE A HOME DIRECTORY FOR THIS NEW USER

2. WHAT DOES THE -3 OPTION IN THE TAIL COMMAND DO?

ANSWER HERE:

-3 – TELLS TAIL COMMAND HOW MANY LINES TO SHOW FROM THE END OF THE FILE

3. WHICH LINE OF THE /ETC/GROUP FILE LISTS MEMBERS OF THE “STUDENTS” GROUP? COPY IT

HERE.

ANSWER HERE:

REFERENCES:

1. PROJECT VIDEO

2. LIVE SESSION RECORDING



TEST USER AND 

GROUP 

SETTINGS



ADD USERS IN 

GUI



REMOVE 

USERS AND 

GROUPS



NETWORK CONFIGURATION

Activity

Discover host IP configurations

Manage network interfaces

User network utilities



DISCOVER HOST IP 

CONFIGURATIONS

1. WHAT IS THE IP ADDRESS OF YOUR UBUNTU MACHINE?

ANSWER HERE:

192.168.1.108

2. WHAT IS THE IP ADDRESS OF ITS DEFAULT GATEWAY?

ANSWER HERE:

192.168.1.1

3. WHAT IS THE IP ADDRESS OF ITS DHCP SERVER?

ANSWER HERE:

192.168.1.1

4. WHAT IS THE IP ADDRESS OF ITS DNS SERVER?

ANSWER HERE:

192.168.1.1



MANAGE NETWORK INTERFACES

1. WHICH DHCP MESSAGE IS SHOWN IN THE OUTPUT OF THE SUDO DHCLIENT –V –R ETH0 COMMAND?

ANSWER HERE:

DHCPRELEASE

2. WHICH FOUR DHCP MESSAGES ARE SHOWN IN THE OUTPUT OF THE SUDO DHCLIENT –V ETH0 COMMAND?

ANSWER HERE:

DHCPDISCOVER

DHCPOFFER

DHCPREQUEST

DHCPACK



USE NETWORK 

UTILITIES



SYSTEM PERFORMANCE 

MONITORING

Activity

Monitor processes

Monitor user activities

Monitor network bandwidth usage



MONITOR LINUX PROCESSES

1. WHAT IS THE DEFAULT ACTION OF THE 15 SIGTERM KILL SIGNAL?

ANSWER HERE: KILL THE HIGHLIGHTED PROCESS.

2. IN THE SYSTEM MONITOR WINDOW, CLICK ON % CPU TO SORT THE PROCESSES BY CPU 

LOAD. WHICH PROCESS SHOWS THE HIGHEST PERCENTAGE OF CPU USAGE?

ANSWER HERE: GNOME-SHELL (GUI)

REFERENCES:

1. PROJECT ASSISTANCE VIDEO



MONITOR USER ACTIVITIES

ISSUE THE SUDO ACCTON ON COMMAND TO TURN ON GNC ACCOUNTING. RUN THE SUDO

UPDATEDB COMMAND. ENTER LASTCOMM UPDATEDB TO CHECK IF THE UPDATEDB COMMAND WAS

EXECUTED BEFORE. REMEMBER TO TURN OFF GNC ACCOUNTING (SUDO ACCTON OFF) AFTER

ANSWERING THE QUESTIONS.

1. WHAT FLAG VALUE IS DISPLAYED IN THE OUTPUT?

ANSWER HERE: S – “SUPER USER”

2. WHY IS THE NAME OF THE USER WHO RAN THE PROCESSES SHOWN AS ROOT, NOT STUDENT?

ANSWER HERE: SUPERUSER – SINCE WE TYPED SUDO IN FRONT OF THE COMMAND.

REFERENCES:

1. PROJECT ASSISTANCE VIDEO



MONITOR 

NETWORK 

BANDWIDTH 

USAGE



CHALLENGES

• LEARNING HOW TO SIZE SCREENSHOTS.

• LEARNING HOW TO MANAGE UP TO FIVE LAYERED WINDOWS.

• LEARNING HOW TO USE LINUX IN A LIMITED WORKSPACE.

• LEARNING HOW TO USE INFOSEC ENVIRONMENT.

• LEARNING PROFICIENCY IN PUNCTUATION AND CASE-SENSITIVE COMMANDS.

• UTILIZING TIME MANAGEMENT SKILLS



CAREER SKILLS

• CREATING AND MANAGING USERS

• COMMAND-LINE PROFICIENCY

• TIME MANAGEMENT

• EFFECTIVE MULTITASKING



CONCLUSION

• LEARNING LINUX BY MANAGING FILES, DIRECTORIES, AND USER ACCOUNTS.

• PRACTICED SHELL SCRIPTS, FILE PERMISSIONS, USER COMMANDS SUDO/ USERADD, AND

CONFIGURED NETWORK SETTINGS.

• MONITORED SYSTEM PERFORMANCE, ALSO PROCESSES IN MANAGING GROUPS.

• OVERCOMING CHALLENGES

• SHOWING A VISUAL GUIDE AND PRACTICING A VISUAL GUIDED OF STEP- BY-STEP IMAGES.
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